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How many of you are building or 
supporting AI-powered apps?

And how many of you back up your vector database?

How many of you are deploying those 
on Kubernetes?



Hey there!
• CNCF Ambassador
• AWS Container Hero
• Google Women Techmaker
• Civo Ambassador
• Organizer:

⚬ KCD NY
⚬ CNCF Meetup NY
⚬ AWS Community Day NY 

@juliafmorgado



https://dok.community/wp-content/uploads/2024/11/2024DoKReport.pdf

Why AI Belongs on Kubernetes



Cloud 
Native 

AI



RAG 101

APP

Ingest & Embed

Semantic Retrieval

Context-Aware Generation



The Brains Behind RAG: 
Vector Databases



[0.34, 2.35, 8.34,...]
300 dimensions

Indexing in Vector Databases



What can go wrong?



Node/volume 
failure

Ransomware 
encryption

Accidental 
deletion

Index 
corruption

Misconfigured reclaim
policies



Data integrity and security
Disaster recovery

Cost and time efficiency
Version control

Regulatory compliance
App resilience

Why Vector Database need Data 
protection



• Storage snapshots
• Storage snapshots with data service hooks
• Data service snapshots
• Combination of above

What Does Protection Actually 
Look Like?

Ideally, you want a combination of these depending 
on your RPO/RTO and data volatility.



Open Source Data Protection 
Workflow Management tool

CNCF Sandbox since Sept 2023

Adopters

Kubernetes-Native Protection with 
Kanister



How Kanister Protects Vector Databases

Kanister Controller

Blueprint

Vector Database
Workload
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DEMO: BookNest

Book recommendation chatbot
• Question-answer app: semantic vector 

search on a vector database of books
• 384 Dimension Vector
• Bitnami PostgreSQL with PGVector 

Extension
• BAAI (Beijing Academy of Artificial 

Intelligence) General Embedding 
Model



DEMO: BookNest



DEMO VIDEO



THANK 
YOU!!

@juliafmorgado
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